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Annomauusn

BBenenue: craths MOCBSIICHA aHATU3Y COBPEMEHHOTO COCTOSIHHS TPYIIIOBOM MPECTYMHOCTH HECOBEP-
IICHHOJIETHUX, (hOopMaM M METOJlaM e¢ TIPEAYNPEKACHUS C UCIOIb30BaHUEM HH(POPMAIIMOHHO-TEICKOMMY-
HHUKAIIUOHHBIX TGXHOHOFHI;'I.

Marepuajbl U1 MeTOAbI: CTaThsl IMOATOTOBJICHA HA OCHOBE aHAIM3a CTATUCTUYCCKUX TAHHBIX O TIpe-

CTYIUICHHSX, COBEPIIAEMbIX HECOBEPIICHHOJIETHUMH; SMIUPUYECKUX TAHHBIX, ITOJYYCHHBIX B Pe3yJbTaTe
AQHKETUPOBAHUS M aHAJIN3a YUYETHO-NPOPUIAKTHUECKON TOKYMEHTANHU TOIPa3e/ICHUH 110 J1e1aM HEeCOBEp-
LICHHOJIETHUX; KPUMHUHOJIOTHYECKOTO MMPOTHO3UPOBAHUS PAa3BUTHS CUTYALlMH C yUETOM HUPPOBBIX (HaKTOPOB
1 yCIIOBUH.

Pe3yabTaThl Hecae0BaHUA: aBTOPOM BBIPAOOTAHBI MPEAJIOKEHUS IO COBEPIIEHCTBOBAHUIO CIICIIHANb-
HO-KPUMUHOJIOTUYECKOTO U MHAMBUAYAJIBHOTO MPEAYNPEKICHUS COydacTUsl HECOBEPLICHHOJNETHUX B IIpe-
CTYIUICHUSIX C YIETOM BO3MOXKHOCTEH Pa3HbIX CYOBEKTOB MPO(UIAKTHKH.

OO0cyxaeHue M 3aKJIOYEHHUsI: aBTOP CTAaTbU MPHUXOAUT K BBIBOMY, UYTO aKTHBHOE BHEJPEHHUE B COIMAIIb-
HYI0 JKHU3Hb COBpeMeHHBIX IT-TeXHomoruil, ¢ OfHOM CTOPOHBI, CO3/IaeT MPEANOCHUIKH IS KaueCTBEHHOTO
M3MEHEHHS AJIEMEHTOB MEXaHM3Ma IPYNIIOBOTO MPECTYITHOTO MOBEICHUS HECOBEPIICHHOIETHUX, C JIPYTroi —
MIPEIOCTABIISET HOBbIE BOBMOKHOCTH MOBBIIIEHHS d(H(HEKTUBHOCTH IEATEIFHOCTH CyObEKTOB MPOPMIAKTUKN
10 IPOTUBOACHCTBHIO COyYaCTHUIO HECOBEPIIECHHOJICTHUX B MPECTYIUICHHSIX.
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Abstract

Introduction: the article is devoted to the current state of group crimes of minors, the forms and methods
of its prevention using information and telecommunication technologies.

Materials and Methods: the article was prepared on the basis of the analysis of statistical data on
group crimes of minors; empirical data obtained as a result of questioning and analysis of accounting and
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preventive documentation of departments for juvenile affairs; criminological forecasting of the situation

change influenced by digital factors.

Results: the author has developed proposals for improving the special criminological and individual
prevention of complicity of minors in crimes, taking into account the capabilities of different subjects of

prevention.

Discussion and Conclusions: active introduction of modern IT into social life, on the one hand, creates
preconditions for qualitative changes in the elements of the mechanism of group criminal behavior of
minors, on the other hand, provides new opportunities for improving the effectiveness of the subjects of
prevention to counteract the complicity of minors in crime.

© Anosov A.V., 2022
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BBenenue

[IpenmyiiecTBeHHO TPyNIIOBOM XapakTep mpe-
CTYIIHOCTH HECOBCPUICHHOJIETHUX SABJIACTCA OI[HOI71
13 TJIABHBIX 0COOCHHOCTEH, OMPENeIONInX 0Cco0bIe
MTONXOABI K MpobiemMe BeIOOpa GOpM M METOIOB HX
npeaynpexaenus. Hecmorps Ha To, uto B Poccun,
cortacHO rocymapctBeHHol craructuke (2 EI'C),
HaOmofaeTcst ycTolynBas TCHACHUUS K CHUXKECHHIO
o0IIero yuciaa MPECTYIUICHHH, COBEPUICHHBIX He-
COBEPILIECHHOJIETHUMHU; B CTPYKTyp€ IOIPOCTKOBOMI
MPECTYMHOCTH OTMEYAETCS YBEIHUYEHHUE IO Ipe-
CTYIUICHUH, COBEPLICHHBIX UMH B coyyacTuu. bosuee
TOrO, Ha (POHE CHIKEHHS 4YHCIIa HECOBEPIICHHO-
JICTHUX, COBEPUIMBIIMX HPECTYIUICHHS B COCTaBe
MPOCTOM TPYNIBI JIML W/WIIK TPYIIBI JHI 110 Tpe-
BAPUTEIBLHOMY CTOBOpPY, YBEIUYHUBAETCS KOITUYECTBO
HECOBEPIICHHOIETHINX COYYaCTHHKOB, COBEPIINB-
IUX TPECTYIUIGHHUS B COCTaBe OPraHU30BAHHBIX
rpymm*:

HOCTH: YeTKasi Mepapxusi, OTHOCHTEIbHAS yCTONYH-
BOCTb, IPEIBApUTENBHOE IUIAHUPOBAHHE JEHCTBHI
¢ pacnpenenenueM poiueil. Kpome toro, ormeuaercs
W3MEHEHHE B TINATEIBHOCTH IMOATOTOBKM YYacCTHU-
KOB TPYIIIl HECOBEPIIECHHOJIETHUX K COBEPILCHHIO
KOHKPETHOTO MPECTYIUICHHsI, a TakKe B 3apaHee
HPeINPUHAMAEMBIX MEpax MpPEeIOCTOPOKHOCTH TIPH
peanm3ayy IpecTyIHBIX 3aMbIcioB. Ha cmeny ObI-
TOBBIM TrpadexaM, IpPU COBEPLICHUH KOTOPBIX COYy-
YacThe MpecTaBisieT co0oi Ooinbiie (HopMabHBIHA
MIPU3HAK, OOJIETYAOINI COBEPILICHUE MPECTYIUICHHS
B cuily (PM3HYECKMX W ICHUXOJIOTHYECKHUX OCOOCH-
HOCTEH TOAPOCTKOBOTO BO3PAcTa, MPUXOMAT TIIa-
TEIbHO OOXyMaHHBIE W TIOJTOTOBICHHBIC KPaXKH,
IpU ATOM COBpeMeHHble IT-TeXHOIOruu SBISIOTCS
HE TOJBKO MCTOYHMKOM HH(OPMALUH U CIIOCOOOM
KOMMYHUKAIIUK MEXIy COyYaCTHUKaMH, HO M HEIo-
CPEJ/ICTBEHHO MPEJAMETOM WIIA OPYAMEM COBEPIICHHUS
MPECTYTUICHHS.

Ton

2017 | 2018 | 2019 | 2020 | 2021

rpynn

Yucio HECOBCPIICHHOJICTHUX JIUI[ B COCTAaBE€ OPraHN30BaHHBIX

70 86 90 76 120

Taéﬂuua 1. CBeneHuUs O KOJIMYECTBE HCECOBCPIUICHHOJICTHUX, COBCPHIMBIINX IMMPECTYIVICHUSA B COCTABC Op-

FaHU30BAaHHBIX IPYIIIL
Table 1. Minors, commited organized crimes

ITo cBoeMy Ka4eCTBEHHOMY XapakTepy TaKxKe
HAOMIONAIOTCS  M3MEHEHHS, CBUICTEIHCTBYIOIINE
00 YCWJIGHWH TNPHU3HAKOB OPTaHW30BAHHOCTH B JIE-
SITETPHOCTH  TIOJPOCTKOBBIX MPECTYIMHBIX TPYIIL.
[IpaBonprMeHUTENIEHAS TIPAKTHKA CBUJICTEIBCTBY-
€T, YTO B POJU OPraHU3aTOPOB, MOACTpeKaTeaci
BBICTYIIAIOT CaMH HECOBEPIICHHOJETHHUE, MPUIEM
TaKWe TPYIIIBEI UMEIOT BCE MPHU3HAKH OPraHW30BaH-

Ha ocHoBannm HM37105K€HHOTO0 HAMHU OBLI CcAcCIaH
BBIBO/J O COMYKEHUH IO HECKOJIBKHUM DJIEMEHTAM Me-
XaHU3Ma COBCPUICHUA HNPECTYIUICHUA B COYYACTHU
MOIPOCTKOBOM U B3POCIION MPECTYIMHOCTH.

O030p TuTEpaTYPHI

HayuHo-uccnenoBarenbckas npobieMaruka
CTPYKTYpBl M (OPM COy4acTHsi HECOBEpIICHHOJET-
HUX B NPECTYIUICHUAX, KaK IIpaBUJIO, OrpaHUYMBa-

' 06 yrBepxaenun Gopm penepaiproro craructudeckoro HabmoaeHust Ne 1-EI'C, Ne 2-EI'C, Ne 3-ET°'C, Ne 4-ET'C: nipuka3 I'ene-
panbHOM npokypatypsl Poccuiickoit @enepannu ot 02.07.2012 Ne 250. URL: https://www.garant.ru/products/ipo/prime/doc/70130276/

(mara obpamenus: 23.05.2022).

2 Craructuka TUAI] MBJT Poccun 3a 2017-2021 rr. ®opma 492 (2-EI'C). Ku. 1. CBenenust 0 uiax, COBEPIIUBIINX MIPECTYILIE-

HUA.
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eTCsl OTJENbHBIMU HJESIMH, 3aTparuBaeMbIMHU IIPU
OCYILIECTBICHHH OOIIEro aHajiu3a TPYINIOBOW Tpe-
CTYITHOCTH HECOBepIIeHHOJeTHHX. Ilpn moaroTos-
Ke CTarbl OBUIM W3y4YeHBl TOCBAIICHHBIE TaHHOU
temaruke padorel W.II. Bamkarosa, E.B. Jlemumo-
Boii-Ilerposoit, I"'U. 3abpsuckoro, A.B. Kaparoau-
Ha, T.B. IIunkesuu, JI.M. IIpo3ymMeHTOBa U ApYyTrUX
HCCIIEI0BATENEH.
MatrepuaJjbl © METOAbI

OcHoBOI1 UCCIEeI0BaHUS MOCITYXKU-
JIM CTAaTUCTUYECKUE JIaHHbIE O JAUHAMHUKE U
CTPYKTYpE TPYHIOBOM NMPECTYMHOCTH HECOBEPIIECH-
HOJICTHUX, MaTepHalibl yYETHO-POPUIAKTHYECKOH
JOKYMEHTALUN TIO/Ipa3AesieHU Mo JeiaM HeCcOBEp-
menHonetnux MBJI Poccuu, B ToOM uyucie yuer-
HO-TIpO(UIIAKTHYECKHE KAPTOUYKH ©  JlelNa  Ha
HECOBEPIICHHOIETHIX, HAOIfo/IaTeNIbHbIe Jefla Ha
IPYIIBl  HECOBEPIICHHOJNETHUX  aHTHOOIECTBEH-
HOM HaIpaBJIEHHOCTH; PE3yJbTaThl ONpOCa PYKOBO-
TUTENel U COTPYIHUKOB TOJpa3/eieHUH Mo JernaM
HECOBEPIICHHONIETHNX, O0y4aBImIUXCA B AKaAeMHUU
ynpasiienus MBJI Poccun B nepuog ¢ 2012 no 2019
rog. B kauecTBe METONOB HCCIECAOBAHUS HCIIOJB30-
BaJIMCh CTaTHCTUYECKHE, COLMOJIOTHYECKHE, aHAIU3
JIOKYMEHTOB, KPUMHHOJIOTHYECKOE IPOTHO3HPOBA-
HUE U IpyTHe.

Pe3yabrarhl Hcciei0BaHus

OnHO¥ W3 COBpPEMEHHBIX W aKTyaJbHBIX TEH-
JICHIIMH SIBJIIETCS AKTUBHOE BOBJICUEHHE HECO-
BEPILIEHHOJIETHUX B MPECTYIHYIO JEATEIbHOCTb,
CBSI3aHHYIO cO c(epoil BbICOKMX TexHomoruid. C
2018 mo 2022 rom oTMedaeTrcsi YCTOWYHMBBIN pocT
YuCca HECOBEPIICHHOJETHUX, COBEPIIMBIINX Ta-
KHUe MPECTYIUICHHS, a UX yIeNbHBIA BeC OT 00IIero
Yyyciia MOAPOCTKOB, COBEPIUUBIIUX MPECTYIUICHUS,
npeBbicun 10% (MaHHBIE B CTAaTUCTUKE (PUKCUPY-
forest ¢ 2018 roma)':

COBEpIIICHHOJICTHUX XakepoB Lapsus$ ocymiecrsuia
B3JIOM KOMIIBIOTEPHBIX CUCTEM KoMnanuii Microsoft,
Samsung, NVIDIA, Okta, HecMOTpsi Ha JOCTaTOY-
HO MOILHYIO TEXHUYECKYIO 3alUTy JAHHBIX KOMIIa-
HUA®. Y4uTBIBask TEMITbl IH(POBON MPECTYITHOCTH,
MIPaBOOXPAHUTENBHBIM OpraHaM HeoOXOAMMO pa-
0oTaTh Ha ONEPEKEHHE U OCYLIECTBISTH C yue-
TOM COBPEMEHHBIX TEHJICHIMHA Pa3paboTKy HOBBIX
MpeyNpPEeAUTENFHBIX MEp B OTHOIICHWH HECOBEP-
LIEHHOJIETHUX INPABOHAPYIUUTENIEH, B TOM YHCIE
YYaCTHUKOB I'PYMIIOBBIX NPECTYILJICHUN.

Tak, B HacTosIee BpeMs aKTUBHO OCYIIECTBIIA-
IOTCSl MEPOIPUATHS 10 TPOTHUBOACHCTBHIO B ce-
pe HE3aKOHHOTO 000pOTa HAPKOTHKOB, B TOM YHCIE
BBISIBIIGHHE W TIPEAYNPEKACHHUE DPACIPOCTPAHEHUS
HapKOTUYECKHUX CPEJACTB, MCHUXOTPOIHBIX BEIIECTB
WM WX aHAJIOTOB C TIOMOIIBI0 COBPEMEHHBIX MH(D-
POBBIX TeXHOJNOTMH. OIpe/eneHHble CI0XKHOCTH B
9TOil paboTe BBI3BaHBI TEM, YTO MPOLECC paclpo-
CTpaHEHHUs] HAPKOTHYECKHX CPEACTB IOCTPOEH I10
MIPUHIIAITY aHOHUMHOCTH U aBTOHOMHOCTH JCHCTBUS
JUIEPOB U PaCHpOCTPAHUTENCH, HCKIIOUAIOIEMY
JINYHBIA KOHTAKT MEXIYy HUMH, a TAKKE MEXKIY pac-
MPOCTpaHUTESIME M ToKynareinsimu. Kak ormeua-
et [.P. ®apaxueBa, «B 1aHHYIO cepy NPEeCTYIHOTO
MHpa BCE€ Yallle BOBJIEKAIOTCSl HECOBEPIIICHHONETHHE,
LIEThI0 KOTOPBIX SBJSETCS 3apabOTOK JIETKHUX, OBI-
CTPBIX JIEHEeXKHBIX cpencTB. Cpeau Jinil JaHHOW BO3-
pAcTHOM TpyMIbl, @ TAKXKE JHUI MOJOJOr0 BO3pPACTa,
Kak MpaBWIIO, HE BO3HHMKAET CIIOKHOCTEW B IMpollec-
ce ucnojip3oBanua TtexHosiorud VPN mim moaMeHbI
[P-ampecos» [1, ¢. 185]. HeoOxoaumo oOpaTtuTh BHH-
MaHHUe Ha JOMOJHUTEIbHBIE BO3MOKHOCTH, KOTOPBIE
JlaeT HCIOJb30BaHUE COBpeMeHHbIX IT-TexHosoruit
Uit (pOopMUPOBaHUS MPECTYITHBIX TPYIIT U OOIICHUS
WX YYaCTHHUKOB. TPaguIIMIOHHO CUMTAETCS, YTO IPyTI-
bl HECOBEPIICHHOIETHUX (OPMHUPYIOTCS, KaK Mpa-

T'on 2018 | 2019 | 2020 | 2021
Uunco HeCOBEPIIEHHONIETHUX, COBEPIIUBIINX MPECTYIUIEHUS C HC- } 1176 | 2168 | 2770 | 3651
I10J1b30BaHUEM MH(OPMALMOHHO-TEIEKOMYHUKAIIMOHHBIX TEXHOJIOIUH

Taﬁﬂuua 2. CBeneHUs O KOJUYECTBE HECOBCPIIECHHOJICTHUX, COBEPIIMBIINX MPECTYIUICHUA C UCIIOJIB30-
BaHHUECM I/IH(I)OpMaI_II/IOHHO-TCJ'IGKOMyHI/IKaI_II/IOHHLIX TEXHOJIOTHUH

Table 2. Minors commited IT crimes

Pa3ButHe KpUMHHOTCHHOW OOCTAaHOBKH B JaH-
HOH cepe B yCmoBHSX MalbHEHIIETO HHTEHCHB-
HOTO Pa3BUTHS HHPOPMALUOHHBIX TEXHOJOTHH
TpeOyeT MPUHSITHS COOTBETCTBYIOIIUX MEp NpPOTHU-
BOJICHCTBUS MPECTYIMHOCTH HECOBEPILIEHHOJIETHUX B
nanHoi cgepe. Hanpumep, B 2022 romy rpymma He-

BHJIO, TI0 TEPPHUTOPHATBHOMY IPH3HAKY, T.€. OOIIHNN
paiioH TpOKWBaHUS, OIHO Y4eOHOE 3aBEJCHHE WIIH
TOYKHU cOOpa JyIist COBMECTHOTO aocyra [2]. OqHako B
COBPEMEHHBIX YCJIOBUSX MJIsl aKTUBHON MPECTYIHOMN
JEATETHLHOCTH HECOBEPIICHHOICTHUE COYYaCTHUKHU
MOTYT HE TOJBKO JIMCTAHIIMOHHO OOIIATHCS MEKIY

! Craructuka TUAIT MBJT Poccuu 3a 2018-2021 rr.. ®opma 492 (2-ET'C). Ku. 1. CBeenust 0 uiia, COBEPIITUBIIAX TPECTYICHHS.
2 Lapsus$: Oxford teen accused of being multi-millionaire cyber-criminal. URL: https://www.bbc.com/news/technology-60864283;
Microsoft and Okta are investigating potential attacks by the Lapsus$ hacking group. URL: https://www.engadget.com/microsoft-okta-

investigating-attack-lapsus-hacking-group-120541942.html.
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co0oH, HO Ja)ke ¥ He 3HaTh APYT apyra Ju4Ho. CeTb
HHTepHeT, MOMUMO COLMANIBHBIX CETEH, TaKUX Kak
WhatsApp u Telegram u cmenmanbHBIE MPOTPaAMM
JUTS OOIIEHUs], IPEAOCTaBIsIeT OONBIINE BO3ZMOXKHO-
CTU OHJIAH-KOMMYHUKALIUH, HAIPUMEP, 3aKPBITHIC
KaHaJbl TUM-CIIUKEPHI, T.€. MPOTPaMMBbI JIJIs OOIIIe-
HUS MEXIYy HTPOKaAMHU B HIUPOKO PACIPOCTPAHCH-
HbIX OHJAMH-urpax. Ha OCHOBaHMM W3J10KEHHOIO
HEOOXOMNMO OTMETHTh, UYTO HCKIIOUHTEITHLHO METO-
JaMH KOHTPOJIS M CETEeBBIX OTPAHWYCHHN pPaOOTHI
MECCEH/DKEPOB TIPEAyNpexKIeHUE IHPPOBBIX Mpe-
CTYIUIEHHH OCYIIECTBUTh 3aTpyaHUTeNbHO. C OgHOMN
CTOPOHBI, HEOOXOUMO Pa3BUBATH CHUCTEMbI HCKYC-
CTBEHHOI'O HWHTEJIEKTa, CIOCOOHBIe 00padarhiBaTh
OTPOMHBIE MAacCUBBI MH(POPMAIIUHU, C IPYTOd — paz-
pabaTeiBaTh HOBBIE TIOAXOMABI B MPEIYNPEIUTEIbHON
JeSTEeNbHOCTH.

JeTepMUHAHTBI  COBEpLICHUS  IMOAPOCTKAMU
MPECTYIUICHUH B COy4YaCTUU COOTBETCTBYIOT KOM-
IUIEKCY TIPUYMH W YCJIOBUH, 0OYyCIIOBIMBAIOIIUX
MTOIPOCTKOBYIO TPECTYIMHOCTh, OIHAKO O0JaaroT
CBOMMH CHEIM(DUIESCKUMU YepTaMHU, aHAJIN3 KOTO-
pPBIX MO3BOJISIET KOPPEKTUPOBATH TPAJULHMOHHYIO
METOJMKY MPEAYNPEKICHUSI MNPECTYIICHUH, CO-
BEPIIACMbIX HECOBEPIICHHOJICTHUMH B COCTaBe
rpymi. B xone nmpoBezgeHHOro onpoca pyKOBOJIUTE-
JIed W COTPYAHHWKOB TOJPA3ZCICHUH 10 JeflaM He-
coBepuieHHosnieTHuXx MBJI Poccuu cpeaum npuyuuH
U YCIIOBUW, CIOCOOCTBYIOIIUX COBEPIICHHIO TIpe-
CTYIUICHUM HECOBEPUICHHOJCTHUMHU B COYYacTHH,
TAaKUX Kak HETaTUBHOE BO3IeHCTBHE OirKaiuiie-
0 OKPYKCHHUS M CEeMbU, OCJIA0JICHHEe BO3ACHCTBUS
pa3IUIHBIX WHCTUTYTOB CHUCTEMBI OOIICCTBEHHOTO
BOCIIHTaHUS, TICUXOJIOTHYECKHE 0COOCHHOCTH MO/~
POCTKOBOrO BO3pacTa, MOYTU TPETh OMPOLICHHBIX
BBIJICIISICT BIHMSHUE KPUMHUHAIBHOH CYOKYIBTY-
per'. HecmoTpst HAa OTCYTCTBHE CPEIH yKa3aHHBIX
JICTEPMUHAHT B MPSMOH IMOCTaHOBKE (PaKTOPOB,
CBSI3aHHBIX C BJIMSHUEM CcOBpeMeHHbIX [T-TexHo-
JIOTUM, JAOCTATOYHO BBICOKUU IPOLIEHT OTMETHUB-
WX BIUSHAE KPUMHUHAJIBHON CyOKYIBTYypHl Ha
MPOTUBOINPABHOEC TIOBEACHUE HECOBEPIICHHOJECT-
HUX B COCTaBE TPYyNIl MHOATBEP)KIAECT OMACHOCTH
€€ AaKTHBHOTO pacCIpOCTPAHEHHS C HCIOIb30Ba-
HueM cetu MHTepHeT. IIpu 3TOM HCKIIOYUTEIBHO
3apeTUTENFHBIMU MepamMu 00prOy ¢ nHU(pOBBEIMU
MPECTYIUICHUSIMU OCYLIECTBIISITh 3aTPYAHUTEIBHO,
MOCKOJIBKY COBPEMEHHBIN YPOBEHb CETEBBIX TEXHO-
JIOTUH MO3BOJIIET OOOUTH YCTaHOBIICHHBIE TTPOBaii-
JlepaMu 3ampeTsl, CIIe0BaTeNIbHO, OCYIIECTBIIAThH
pacupocTpaHEeHHE TPOTHUBOIIPABHOW WHQOpMAITUH
B CKpHITOM cermeHte Mutepuera, [lapkuere (Te-
HeBoii MHTepHer). Ha nHamr B3misi, HEoOXOIMMO

pa3zpaboTaTb WHOM IMOJXOJ, 3aKIIOYAIONINICS B aK-
TUBHOHM KOHTpIpONaraHje, CTUMYIUPYIONIeH mpa-
BOIIOCIYIIIHOE TIOBEICHHE ITOJAPOCTKOB C YYETOM
WX COBPEMEHHBIX HHTEPECOB H IOTPEOHOCTEH, U
aKTHBHO WCIOJb30BaTh BO3MOKHOCTH |T-TexHO-
Joruii B mpoduiakTuyeckoil pabore, uro Oyner
CIIOCOOCTBOBATh 3HAYUTEILHOMY IOBBIIICHUIO €€
3(PEeKTUBHOCTH.

HccnenoBatenn OCBemIalOT BIUSHHE COBPEMEH-
HbIX [T-TeXHONOrMI W MHTEPHET-NPOCTPAHCTBA Ha
HECOBEPIICHHOJIETHUX B OCHOBHOM B HETaTHBHOM
kmoue. B wactHoctn, A.B. Kaparogun u H.B. My-
JICHKO OTMEYaloT: «Y HECOBEPIICHHOIETHUX, MHOTO
BpPEMEHU MPOBOIIMX B MHTEpHETe, CyObEeKTHBHAS
HACBIIIEHHOCTh JXKM3HU TOpa3[0 HIDKE, 4eM y CBep-
CTHHKOB. KpoMe Toro, oHM 007amaloT BBICOKOH IIO-
TPeOHOCTHIO B CAMOBBIPAKEHHH, & TAKXKE HE CKIIOHHBI
Opatb Ha ceOsl OTBETCTBEHHOCTH 33 CBOIO KH3HBY [3,
c. 75]. Pan wuccnemoBatenel CBSI3BIBAIOT TOBBIIICH-
HYIO arpecCHio MpH COBEPIICHUH NPECTYIUICHUI He-
COBEPIIICHHOJIETHUMH C BIHSHHEM KOMITLIOTEPHBIX
urp, uudpoBas cpefa CnocoOCTBYEeT aKTHBHOMY pac-
MIPOCTPAHEHUIO CPEIH ITOIPOCTKOB TaKUX HETraTHB-
HBIX SIBIICHUH, KaK TPUBEPKEHHOCTb KPUMHHAIBHBIM
CYOKyJIbTYypaM, TPaBlsl WM CKIIOHEHHE K CaMOyOuii-
CTBY CBEPCTHHUKOB (KHOEPOYIIIMHT) U JIp.

HeiictBurensao, [T-texHonmormm  Qopmupyror
Cpemy, OTKPBIBAIONIYIO HMIMPOKHE BO3MOXHOCTH JIJIS
peanu3anuy TMPECTYIHBIX 3aMBICIOB, TPUYEM Kak
CaMMMH HECOBEPLICHHOJETHUMH, TaK U B OTHO-
menun Hux. Kak cnpasemnmuBo otmeuaer E.B. Jle-
muyioBa-IlerpoBa,  «MHPOPMAMOHHEBIN  (akTop,
WIA OHJaWH-(QaKTOp, OCTATOYHO SIPKO TPOSIBIISET
KPUMHUHOTEHHBI TIOTEHIIA B IPOIECCE B3aUMO-
JNEHCTBHUS C Pa3HBIMH SIBICHUSMH, KOTOPbIE HMEIOT
MECTO OBITh B PAa3IMUYHBIX cepax COLUAIBLHOTO B3a-
UMOJICUCTBHSI HECOBEpUICHHONCTHUX» [4, c. 483].
OnHako pa3BUTHE COBPEMEHHBIX TEXHOIOTHM, LU}-
poBH3aIUsl OOIIECTBEHHOW JKU3HH TPEIOCTABIISIOT
Y HOBBIE BO3MO)KHOCTH JIJISl OCYIIIECTBICHUS TPEIy-
MPETUTENHLHBIX MEp, HAlPaBIECHHBIX, B TOM YHCIIE,
Ha MPOTHBOJIEHCTBUE COYYACTHIO HECOBEPLICHHOJIET-
HUX B MPECTYIICHNH.

Heo0xoauMo OTMETHTB, YTO COTPYIHHUKAMHU Opra-
HOB BHYTpeHHUX Jaen Poccutickont ®enepammu (OB/]
P®) ncnonmes3yercs gajieko He BeCh apceHANl MHIUBH-
IyaTbHO-TTPO(MIAKTUIECKHX METOJOB B OCYIIECT-
BJIICHUH MPEAYNPEIUTEIbHON paboThl B OTHOLICHUH
HECOBEPIICHHOJIETHUX COYYaCTHHKOB MTPECTYILICHHH.
B uactHocTH, OfHUM U3 S(PPEKTUBHBIX CIIOCOOOB
MPEIYTPEKACHUS TPYIIIOBBIX NPECTYIUICHUH Heco-
BEPILICHHOJIETHUX SIBISIETCA WX TEPEOpHEHTAIs Ha
CollMaNbHO ToNe3Hble 1enu. JlanHas pabora mpen-

" Onpoc mpoBOAMIICS aBTOPOM CTAThH CPEAU COTPYAHHMKOB, 0Oy4aBLIMXCS HA Kypcax MOBBILICHUS KBaJu(bHUKALUU B AKaJeMHK

ynpasnernss MBJ] Poccuu ¢ 2012 mo 2019 ron.
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CTaBJIsIeT COOOH JOCTAaTOYHO TPYAOEMKHUH MpoLecc,
MOCKOJIBKY TpeOyeT IIyOOKOro M3y4eHHs JTUYHOCTH
KaX/I0T0 M3 COYyYacTHUKOB, MTOMCKA HOBOM COLIMANb-
HO TOJIE3HOH Cpelibl, KOTOpasl YIOBJIETBOPsIa Obl KaKk
TpeOOBAaHUAM IOJIOKUTEIBHOTO BIUSHUS, TaK U MH-
TepecaM HoxpocTkoB. CIIOKHOCTh peanu3aluy JaH-
HOTO crioco0a 00yCIOBIMBAET OTHOCUTEIBHO HU3KYIO
BOCTPEOOBAaHHOCTh JIAHHOTO BHJA NPO(QUIAKTUKH
npaBoHapyuenuit corpynHukamMu OBJl P®, pabo-
TAIONIMMU C HECOBEPIIEHHOJIETHUMH COy4aCTHHKA-
MH, O Y€M CBHUJETEIbCTBYIOT PE3YJbTaThl aHAIN3a
KaK Y4eTHO-NPO(QUIAKTUIECKUX IET U KapTOUeK Ha
HECOBEPILICHHOIETHUX IPABOHAPYIIUTENEH, TaKk M
HaOJIIOaTeNbHBIX JeJT HA TPYIIIbl HECOBEPILECHHOJIET-
HUX aHTHOOIIECTBEHHOW HampaBJeHHOCTH. B To ke
BpeMs aKTUBHOE NpojBuxkeHue ['T-rexnonoruii B co-
LUAIBHON Cpejie TI03BOJISIET B KaueCTBE MEPEOpUEH-
TUPYIOIIET0 WHCTPYMEHTA, IMOMHMO TpPaJUIIMOHHBIX
CIIOPTHBHBIX CEKLUH, KIIyOOB IO MHTEpecaMm, HaTpu-
OTHYECKOI0 M BOJOHTEPCKOTO ABMIKEHHS, HCIIOIB30-
BaTb BO3MOKHOCTHM BOBJICUEHHs] YYAaCTHHKOB TPy
B KHOEPCIIOPT, MOCKOJIBKY OOJbINAs 4acTh MOIYJISIp-
HBIX B KHOEpCHOPTE Urp MOJpa3yMeBaeT KOMaHIHBINA
COCTaB YYaCTHHKOB, a MPOLECC COBEPUICHCTBOBAHUS
UIPOBOIO MacTepcTBa sIBIsieTcsl (DakTopoM, OTBIIE-
KalolIMM OT IPOTHBONPABHOW JesTenbHOCTH. Ilo-
MOYyJISPHOCTh KHOEpCIopTa pacTeT BO BCEM MHUDE,
poccuiickue KUOSpKOMaH/Abl 3aHUMAlOT BBICOKHE
MecTa B MEXIYHapOIHbIX copeBHOBaHuUsx'. Heobxo-
I¥Ma LieJIeHaIlpaBIeHHas paboTa 1o MOMyIIpU3aLum
JAHHOTO BHJA NMPOBEAEHUS J0CYra, HO C YYETOM pe-
KOMEH/Ialliil NICUXO0JIO0r0B BBHUIY PHCKAa BO3MOXKHOTO
pPa3BUTHS MHTEPHET-3aBUCUMOCTH B HECOBEPILIEHHO-
JIETHEM BO3pacTe Cpeau paccMaTpHUBaeMOM KaTero-
UM IIpaBOHAPYILIHUTEIEH.

Hpyrum daxTopoM, UMEIOMAM OOIBIION TOTEH-
yajl B YaCTH NPO(UIAKTUYECKOr0 BO3ACHCTBUS Ha
HECOBEPILICHHOJIETHUX B HU(POBYIO STOXY, SBIISETCS
HEOOXOIMMOCTh aKTHBHM3AaLUN MPOPOPHUEHTALNOH-
HOW pabOTHI Cpeli HECOBEPIICHHONETHUX C YUETOM
Hepoctarka [T-cenmanucroB. DTO MoapasymMeBaeT
OCYILECTBJICHUE CUCTEMON 00pa30BaHMs KOMILIEKCa
Mep 10 BHEAPEHUIO B HIKOJIAX CIIEHUATH3UPOBAHHBIX
MIpOrpaMM TOBBIIIEHHUS] KOMIIBIOTEPHOM I'pPaMOTHO-
CTH, 03HAaKOMJIEHHE C OCHOBAaMH IPAaBOBOTO PETYIIH-
pOBaHUsI JaHHOM c(hepbl U MEpaMH OTBETCTBEHHOCTH
3a COBEpIIEHHE B €€ paMKax MPOTHUBONPABHBIX JEd-
Huii. COBpeMEHHBIN YPOBCHD Pa3BUTHUS AUCTAHITHOH-
HBIX TEXHOJIOTMH B 00pa30BaTEIbHBIX YUPEKICHUAX
MO3BOJISIET OPraHU30BaTh Takue GPopMbl pabOThI, KaK
JUCTAaHIIMOHHBIE MPOQOPHEHTHPYIOIINE —3aHSTHS,
CHEIMATN3NPOBAaHHBIE KYpChl MO IE€pPBOHAYATbHOMN
nonrotoBke IT-criermanncTos, B ToM ducie B chepe

KrOepOe301MacHOCTH, BCTPEYH C MOJOABIMH TTOOSIH-
TEINSIMA POCCHUMCKUX M MEXIYHAPOAHBIX OJIMMIIH-
an no uHpopmaruke. Ha Ham B3misa, HEOOXOAMMO
MEHATh TOCYHApCTBEHHBIN IOJIXOJ K THporaraHie
npodeccuoHaan3Ma CpeId MOJIOACKH: Ha CMEHY
OmorepaM JOJKHBI TPUNATH TIPEICTABUTETH MOJIO-
JIOTO TIOKOJICHUSI, TOOMBIIIMECS YCIIEXOB B OCBOCHUU
Hay4YHBIX 3HAaHUM WM TPaAKTHYECKOH NesTeNbHOCTH,
B TOM 4Hcie B nuppoBoii chepe.

[ToBbiienne  ypoBHS  MPO(EeCCHOHATBLHOTO
macTepcTtBa coTpymHukoB OBJ] P® Ttaxke sBisi-
eTCcs OJIHIM W3 PECypCOB COBEPIICHCTBOBAHMS
CHUCTEeMBI TPEAYNPEIUTEILHOTO BO3JCHCTBHUS Ha
HECOBEPIIEHHOJETHUX COYYaCTHHUKOB MPECTYILIEe-
uuit. Kak cnpasegnuBo ormeuan W.II. bamikaros,
«paboTa TO TEPEOPHECHTAIMM M Pa300IICHUIO
KPUMHUHAJIBHBIX TPYMII TOJPOCTKOB W MOJOIEKHU
TpeOyeT OT JIHIl, OCYIIECTBISIOMNX €€, OOJBII0-
ro mnpodeccHoHaIbHOTO MAacTepCTBa, TITYOOKHX
COLIMATIBHO-TICUXOJIOTUYECKUX,  IICUXOJIOTO-TIea-
TOTUYECKUX M TIPABOBBIX 3HAHWUH, OPraHU3aTOp-
CKHX CIIOCOOHOCTEH, HACTOHYMBOCTH W JIPYTHX
MOpaJIbHO-BOJIEBBIX KadecTB» [5, ¢. 335]. Omgnako
B OU(POBYIO 310Xy HEOOXOAUMO 00s3aTeIbHOE
MOBBIIIIEHNE KBATH(UKAIIMN COTPYIHUKOB IPABO-
OXpaHMUTENBHBIX opraHoB B cepe IT-Texnomorumii
1 KOMIIBIOTEPHOU 0€30MacHOCTH, MOCKOJIBKY KOM-
IJIEKC yYKa3aHHBIX paHee MPOPUIAKTHICCKUX Me-
pompusATHI TpyAHOpeann3yeM Oe3 3HaHUS OCHOB
COBPEMEHHBIX TEJEKOMMYHHUKAIIMOHHBIX IPOIIEC-
cOoB U MeTonuKHU BbisiBieHus [T-npecrymienuit. 1o
mHeHuto T.B. IlunkeBnu, corpyaauku MBJI Poc-
CHH HE UMEIOT YETKOTO NMPEJCTABICHUS O 1eHCTBU-
TEJIbHBIX TEHJEHUHUSIX 3TUX NMPECTYIICHUM, TakKe
OTCYTCTBYeT 0aza ISl OMpenesicHUs HEeOOXOIMMO-
ro o0bemMa Mep TMpeayNpeIuTebHOTO XapaKTepa
[6, c. 96]. Ha ocHOBaHUM aHajW3a CUTyallUd MbI
peKoMeHlyeM 00pa30oBaTeNIbHBIM OpraHu3alusIM
cucreMbl MBJI Poccun nONONHUTE NPOrpaMMbl
MOBBIIICHNUS KBalU(UKAIMK COTPYIHUKOB, pabdo-
TaIONIUX C HECOBEPIICHHOJETHUMH, COOTBETCTBY-
FOIIIMMHU TeMaMH WIN pa3padoTarh /s yKa3aHHON
KaTeTOPHH JIUII OTACIBHBIA KypC B CUCTEME JTOTIOI-
HUTEJIBHOTO MPOQECCHOHATIBEHOTO 00pa30BaHUsl.

O0cy:x1eHue U 3aKJII0YeHs

CoBpemennble IT-TexHOIOTMHM TMPOYHO BOIILIU
B JKM3HB, OOYCJIOBHB TOSIBIIEHHE HE TOJBKO HOBBIX
BO3MOYKHOCTEH B Pa3BUTHHU PA3IUYHBIX CTOPOH 00-
IIECTBEHHOH KHM3HHW, HO W TOPOIUB Psia MpoOiIeM,
OJTHOM M3 KOTOPBIX SIBIISIETCS MOSBICHUE HOBBIX BH-
JIOB MPECTYIUICHUI 1 BOBJICUEHUE B UX COBEPIICHUE
MOJI0/10TO ToKoJIeHHs. [10J00HbIe BBI30BBI TPEOYIOT
HE TOJIbKO HOBOTO TIOAXO/a K UX PACKPBITHIO U pac-

! Poccuniickum KI/I66[)01'[01‘_)TCM€H3.M7 TOKa3aBIINM BbICOKHUE PE3YJILTAThLI HAa COPEBHOBAHUAX, MOTYT JaTh KBOThHI Ha BHGKOHKprHI;Iﬁ

mpueM B By3bl. URL: http://duma.gov.ru/news/54153/.



YI'OJIOBHOE IIPABO H KPUMHHOJIOT'HA

CJICZIOBAHUIO, HO M HPEAIOJAraloT Pa3BUTHE CHCTE- Pa3yMHBIM HCIIOJIB30BAHUEM HOBBIX LU(POBBIX BO3-
MBI TIPEOYNPEAUTENILHON AEATENIbHOCTH CYOBEKTOB MOYKHOCTEH, C Y4eTOM OCOOCHHOCTEH NpOBEACHUS
NpoQUIaKTUKH TMPaBOHAPYIICHUH HECOBEpPIICHHO- WHAMBUAYaJIbHO-MPO(UIAKTHIECKOH PabOTHl C He-
JIETHUX, OCHOBAaHHOM Ha COYETaHHM KJIACCUYECKHMX COBEPLICHHOJIETHUMH COY4aCTHUKAMH U3 YMCIIa MOJ-
(¢opM W MeETOAOB BO3AEWCTBUS Ha IOAPOCTKOB C POCTKOBBIX I'PYIIIL.
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